PEKOMEH/IALINN
O MEpax IO MOBBILIEHNIO 3aAIUILEHHO CTH MH(OPMAaLMOHHOMA MH(PaCTPYKTypEI
o0pasoBarenbHbIX YupexieHu Poccuiickoi Deneparmn

AHanmus cBegeHu#t 06 yrposax ©0e30macHOCTH VH(OPMALNY,  POBOIUMBI
B YUIOBMAX  CKnagbiBarojeiicss 06CTaHOBKY, YKAasbIBaeT Ha yBeJIMYEHHWE YWC/ia
KOMIILIOTEPHBIX aTaK ¥ CBSI3AHHEIX C HUMH yTeyek MePCOHA/IbHBIX JAHHBIX,

[Ipogomkaror dukcuposarses haxTer Gosbioro Kommuecrsa (PMLIMHTOBBIX THCEM,
TIOTIBITOK BHEJPEeHUst BUPYCOB-IIM(POBA/LLIMKOE Yepe3 ToYTOBbIe B/IOJKEHHUS, a TaKKe
PACCBIIOK 3aBeJOMO JIOKHEIX COOOIIEHMH 06 aKTax TePPOpU3MA.

B uemsx npeporspamienus pea/msalun yrpos 6esonacHoOCTH MH(OpPMAHOHHOM
MH(pPaCTPYKTYPLI 06pasoBare bHbix ydapexxzaenni Poccuiickoii @epeparmm Heobxoamumo
NPUHATE [OTIO/IHUTE/TbHBIE MEPhI 3alIUTHI UH(pOpMaLMu:

1. OBecrieunts npumenenue CPEICTB  aHTHBMDYCHOH 3aIUMTLI ¥ aHTUCTIAMa,
d TAakoKe CBOEBPeMeHHOe 0OHOB/IeHNE UX 6a3 JaHHbIX.

2. Hactpours B CpeJCTBax AHTUBUPYCHOM 3aLUTEHI, aHTHCIIama
(TIpH HaJ/IMUKK) TIPOBEPKY Beex HOCTYTAIOIINX Ha 97IeKTPOHHYIO TI0UTY BIIOKEHHI.
3. Ipounopmuposars T10JIb30BaTe el HH(OPMaIMOHHON CUCTEMBI

0 HeOOXOAUMOCTH Ge30macHo; PaboTeI C 9/1EKTPOHHOI [IOUTOM, a UMEHHO:

- BHUIMATE/ILHO TIPOBEPATE a/pec OTMPABUTeNIs, JaXKe B C/lyuae COBIIaJ[eHUSI UMeHH
C y’Ke U3BECTHBIM KOHTAKTOM;

- HE OTKPLIBATH MM1CbMa OT HEM3BECTHBIX aJPeCcaTos;

- IPOBEPATE MHChbMa, B KOTOPBLIX CO/lepsKaTCst NPU3LIBEI K [ICHCTBUSIM (Harpumep,
«OTKDOM», «ITPOUMTal», «O3HAaKOMLCSI»), a TakKe C TeMaMM Npo (PUHAHCEHI, GaHKH,
PEOMONMTUYECKYI0 0OCTAHOBKY MM YrpO3bI;

- HE IEPEXOAMTH 10 CCBUIKAM, KOTOpbIE COAEpIKaTcsi B SJIEKTDOHHBIX TMHUCHEMaX,
0COOEHHO eC/TH OHU [THHHBIE U HA000pOT, UCIIOJB3YIOT CEepPBHCH COKpalLleHUsT CChIIOK
(bit.ly, tinyurl.com u . 11.);

- HE HKMMATh Ha CCBIIKK U3 TINChMA, eC/TH OHU 3aMeHeHb] Ha C/IOBa;

- HIPOBEPATL  CCBITKH, JldKe eC/IM THCBMO TIO/TYYeHO OT JAPYTOro TI0/b30BaTe s
MH(OPMaIHOHHON CHUCTEMBI;

- HE OTKDBIBATHL BJIOKEHHUSA, OCODEHHO eciu B HUX COAEPIKaTCs  [JOKYMEHTBI
C MaKpOCamH, apXHBEI C MAPOJISIMHU, a TAK)Ke (baiisiel € pacumpeHusMu RTF, LNK, CHM,
VHD;



- HE [EPEXOIUTL [0 CChUIKAM W He CKaumBaTh (aiiibl,  copepsKarguecs
BO  BXOZMILINX TIOYTOBLIX COOOLIEHMSX, E€C/AM CpejCTBAMMU AHTUBUPYCHOU  3aIL[UTEI
B YKA3aHHbIX BJIOKEHHMSIX 0OHAPyXKeHO BPeJOHOCHOE MPOTpaMMHOe obecrieuenme;

- BHUMATE/IbHO OTHOCHTBCSI K TIMCbMaM Ha WHOCTPAHHOM SI3BIKE, C OOJIBILINM
KOJIMIeCTBOM IOJIy4aTesiel u opdorpaduieckumu ommbKamu;

- B CIyuae TOsIB/eHUs: COMHEHMH, HallpaB/IsTh T0/YUeHHOe ITUCHMO KakK BIIOYKEHUE
aIMAHHACTPATOPY MH(GOPMALIMOHHON CUCTEMBL.

4. AKTUBHPOBATE (110 BO3MOXKHOCTH) MeXaHHU3MbI MIPOBEPKU 5/IEKTPOHHOM I10YTHI,
[IPOBEPKN  TIOAJIMHHOCTH [JOMEHa-OTIpaBuTe/Is1 (HalpUMep, HCIIOMb30BaTh TEeXHOIOIMH
DKIM, DMARC, SPF), a Takxe HAaCTPOWUTL  MPOBEPKY  BXOJAIIUX  I[TMCEM
C UCII0/Ib30BAHKEM DTHUX TeXHOJIOTU.

5. 3a0/10KMpOBaTH (rpu BO3MO>KHOCTH) T10/TydeHre I10/Ib30BAaTe ISt
MH(POPMALMOHHON CHCTEMBI B 9/IEKTPOHHLIX THCHMAX BJIOYKEHUH C pacummpenusvmu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3ab/I0KMPOBATE [JOCTABKY MHCeM 0T 3apy6eKHbIX JIOMEHOB-OTITPaBUTe/IeH.

7. ObecrieunTs  pery/sipHoe  0GHOB/IEHHE WCTIO/Ib3YeMOI'0  MPOrPaMMHOI0
obecreveHus, B TOM YHC/Te Ha CeTEBBIX YCTPOHCTBAX (MapmpyTisaTopax, KOMMyTaTropax).

8. ObecreunTn HCII0/Ib30BaHMe YCTOMUMUBBIX JJIMHHbIX raposien
aIMUHHUCTPATUBHBIX YUETHLIX 3ariiCei.

[Ipn nocrynienny Ha azipec 37eKTPOHHOM TIOUTHI 3aBEIOMO JIOKHOTO COOOIIeHUs
00 akTe TeppopU3Ma HEOOXOAMMO TIPUHSITh CEAYIOIHe MEpbI:

L. Ilocrynueiree coobuienvie 06 akTe TeppopusMa He YHasIsITh.

2. OCyI[eCTBUTL ~ KOIIMPOBAHHE TeKCTa CoobIjeHus 06  akTe Teppopu3Ma
B BH/Ie CHUMKOB 9KpaHa yCTPOHCTBA (CKPHHILOTOB MO0 (hOTOM300paykeHuH, MOTyUeHHbIX
MOCPeCTBOM LU(POBOH GoToOGHKCALIN).

2.1. Ha cxpuHIiorax (poronsobpaxkeHusax) HOMKHA OTOOPaXKaThCst Crleyrouas
nMH(OopMalys 06 obnekTe:

- HasBaHWe TeMbI IMKCbMa (B TOM UHC/Ie eC/IM ITMCbMO He WMeeT Ha3BaHUs:
«<be3 TeMbI>»);

-anpec  SJIEKTPOHHOM — TMOUTHI  OTHPABUTEs  [THCbMa,  3a(PMKCHPOBAHHBIH
B rpade, 0003HAYEHHOM peKBU3UTOM «OT:»

- [laTa ¥ BpeMst OTIPABJIeHHUS [THCHMA;



- TEKCT [HCbMa (BK/TIOUAd TIOAMHCL K HeMy, Haripumep: «C yBakeHuewm, Vpan
MBanoB»), KOTOpPLIH MOXKeT COLEPXKATBCST HEITOCPEICTBEHHO B IIMCHME W/UH BO BIIOYKEHUM
K HEMY B BUJ|e IIDHUKPEIJIeHHOTo (aiisa.

2.2. 3aduKcupoBaTh  Ha CKPUHILIOTE/(DOTOM300DAKEHUM  HalMude B [UChMe
B/IO’KEHWA, @ TaKoKe NPU OTKPBITUHM €ro 3a(pMKCHPOBATb aHaNOTMYHBIM CHOCOBOM TEKCT,
KOTOPBIN OHO COZI@PIKUT.

3. ICK/IIOUNTE  KOMUpOBaHWE — TeKcTa coobuienns o6  akre Teppopusma
(CKpUHLIOTEI/ QOTOM306parkeHs) HeHa/l/1e>Kalrero KauecCTBa, 00y C/I0BIEHHOTO
HEOPEXKHBIM KOITUPOBAHKEM, (ororpaduposaHem TeKcTOB.

4. Ilpn Hero3smoxHOCTH  uKcarun coobmiennit 06 akre TeppopusMa B BHje
CKPUHILOTOB/()OTON300pa)KeHNH OCYILECTBUTL UX (hrkcanmio  mocpescTBoM  DyHKIuM
KOTIMPOBAHUA 1 BCTABKM B 1OKyMeHT Word (¢ coxpaHeHuem YKa3aHHOU HH}OpMaLnu
00 obpekTe).

5. O moctynuBiem coobuieHny 06 akTe TeppOpM3Ma He3aMeJINTeIbHO COOBIHUTh
1O EAUHOMY HOMEDY BbI30Ba SKCTPEHHbIX OIMEPATUBHBIX CIYKG «112» MO0 B G/vKaiiiuii
OpraH BHYTPEHHUX JIel.

MB/I Poccun



